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The refugee crisis in Western Europe, Islamist terrorism abroad and increasingly also in the intra-
European context, organized criminality, human trafficking and cyber attacks or, cybercrime are 
examples of hybrid threats which more often affect the powers of national security organs and overtax 
them. The answer would be a Western European basic consensus on regional cooperation of all 
concerned security agencies to address these threats through a comprehensive security hybrid 
approach.  Such an approach presupposes, however also an appropriate legal framework alongside a 
political consensus  - a challenge that must be overcome. 

Hybrid Threats 

"Hybrid threats" as a military term was coined in US military specific literature as a result of the review 
of the military conflict between Israel and Iran-supported Hezbollah during the second Lebanon war of 
2006. Hybrid threats in the context of asymmetric conflicts consist of a blend of unconventional and 
conventional means of warfare, their tactics and methodology. Hybrid threats outside the context of 
conventional military conflict can be influenced by a variety of factors, which are deliberately provoked 
by different actors, and can be exploited. Hybrid threats are the result of a new enemy (state and non-
state actors) and a new action spectrum. Hybrid threats pose new challenges to policy and rule of 
law.  

NATO and Hybrid Threats 

NATO recognized as early as 2010 that hybrid threats were a new security risk and designed a new 
NATO Bi-Strategic Command Capstone Concept, describing hybrid threats as threats emanating from 
an adversary who combines both conventional and  also unconventional military methods to achieve 
its goals. In the following two years, NATO drew up a specific threat catalog, which identifies security-
specific risks beyond conventional warfare threats: nuclear proliferation, terrorism, cybercrime and 
cyberwar, organized crime and its role in drugs, arms and human trafficking, migration, ethnic and 
religious conflicts, population conflicts due to resource scarcity and globalization. NATO recognized 
that such threats may amount to a concrete threat to the alliance or that NATO could be authorized by 
the United Nations, because of their capacity, to intervene. Recognizing this NATO worked on a 
related global approach (Comprehensive Approach) in order to counter these risks. This approach 
envisaged involving  State and non-State actors in a comprehensive defence strategy that combines 
political, diplomatic, economic, military technical and scientific initiatives. Despite intensive work on 
this approach as part of a "Countering Hybrid Threats " experiment in 2011 the NATO project work in 
2012 had to stop due to lack of support from its members. Given the Russian aggression in Ukraine 
since 2014, the question arises whether the cancelling of this project was not premature. Since 2014 
NATO has taken work on the Hybrid warfare project with the aim of determining whether this form of 
warfare requires a redefinition of Western military doctrine (as a new category in Full Spectrum 
Operations).  It remains to be seen whether the application of hybrid warfare by Russia, against the 
background of its Eastern European hegemonic ambitions, will result in a return to the Cold War. 

Hybrid threats today 

Austria and Western Europe are faced with a variety of hybrids threats. Cyber espionage by State 
actors for economic and intelligence objectives, cyber hacking through individual and organized 
actors, organized crime, which is involved in narcotics, arms and human smuggling or terrorist attacks 
by Islamists are just some threat scenarios, which we are currently subjected. There are also other 
threats that arise from conflicts and consequences of globalization: from piracy that threatens world 
trade, to the mass migration, which Western Europe is exposed to today. 

The latter especially meets the requirements of a hybrid threat: Strategically designed and used it has 
to undermine the potential of European identity and security. Migration aided coercion was already 
used by the ousted Libyan dictator Moammar Gadhafi, to force a lifting of European economic 
sanctions in 2004. Whether the Turkish President Recep Tayyip Erdogan is employing the same 



tactic in order to receive direct funds from the European Union, remains to be discussed. The decision 
by Germany's Chancellor Angela Merkel, to disregard applicable European law (Schengen and 
Dublin), when she decided to grant Syrians generally asylum status has led to a split within the 
European Union and to diplomatic upsets in the affected EU countries. Mass migration has the 
potential to be used as a geo-strategic weapon: State and non-State actors derive direct financial and 
political capital out of this situation. 

The protection of national borders within the framework of national and supranational jurisdiction 
(Schengen) is a necessary condition of state sovereignty: Neglecting this international legal principle 
leads to an erosion of national sovereignty and identity. Just as the terrorist attacks of Paris in 
November 2015 illustrate the dangers of deterioration of European border controls, partly caused by 
Germany's neglect of migration policy. Both European union and national border controls have 
absolute priority to restrict terrorists in their freedom of movement. Without adequate concerted action 
the EU principle of free movement of persons is permanently eroded. 

Hybrid threats will increase in the future and further jeopardize the security of Western Europe and 
thus also Austria. The omission of a connected global approach (Comprehensive Approach) to work 
on an inter-governmental level, is a loss and the threat to the EU and Austria still worsens, as clarified 
by the terrorist attacks this year in France. 

 

KEY NOTES 

Hybrid threats will continue and will negatively Impact the security situation in Western Europe, 

NATO's focus on Russia as the main enemy in the context of hybrid warfare makes it difficult to 
design a defence strategy against hybrid threats outside the military core spectrum with regard to 
Islamist terrorism and mass migration. 

Mass migration has the potential to become a hybrid threat exploited by state and non·state-actors in 
order to make Islamist terrorism a real hybrid threat.  

Hybrid threats pose new challenges to politics and the rule of law. They require a new security 
strategy concept for the EU in general and Austria in particular. 
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